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DETAILED ACTION 
CLAIMS PRESENTED 

Claims 1-29 are presented. 

CLAIM REJECTIONS 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed 
or described as set forth in section 102 of this title, if the differences between the 
subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made 
to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was 
made. 

Claims 1-29 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Qi (cited by Applicant, EPO document, EP1215842) and Ulmann (cited by Applicant, 
ULMANN, B. "Designing a NICE Processor," Microprocessors and Microsystems, IPC 
Business Press LTD. London, GB. Vol. 23, No. 5. 25 October 1999. Pages 257-264. 
XP004321 479 ISSN: 01 41 -9331 ) and Lynch (US Patent 5828873). 

Regarding claim 1 , Qi teaches "An apparatus for performing cryptographic 
operations, comprising: a cryptographic instruction, received by a [ ] as part of an 
instruction flow executing on said [ j, wherein said cryptographic instruction prescribes 
one of the cryptographic operations ... text ... (abstract: i.e., cryptographic processing, 
e.g., two level multiplexor)." 

Qi is not explicit about other features of claim 1 . 
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Ulmann teaches "computing device (section 1: i.e., processor)" for the motivation 
of escaping the typical flaws and drawbacks of other processors (section 1 ). Thus, 
Ulmann teaches to make a processor that can handle simplified operations such as 
described in Qi (the other reference). The hardware implementation, as broadly noted 
at abstract and detailed at other sections of Ulmann, is also noted. 

Ulmann and Qi are not explicit about the other features of claim 1 . 

Lynch teaches "translation logic, operatively coupled to said [ ] instruction, 
configured to translate said [ ] instruction into micro instructions, wherein said micro 
instructions are ordered to direct said computing device to load a second input [ ] block 
and to execute said one of the [ ] operations on said second input [ ] block prior to 
directing said [ ] to store an output [ ] block corresponding to a first input [•] block; 
whereby said output [ ] block is stored during execution of said one of the [ ] operations 
on said second input [ ] block (column 3, line 52 to column 4, line 17; figure 3, 
load/store unit 26; i.e., the loading and storing processes used when using load/store 
unit 26)" for the motivation of executing more without slowing down the processor 
(column 2, lines 21-37). As noted by Applicant in the specification of this application 
(such as at pages 1-19), much of the concepts of the floating point processing (as 
detailed in Lynch) are readily applicable to the cryptography processing (as recited in 
the claim). 

Hence, it would have been obvious to those of ordinary skill in the art at the time 
of the claimed invention to combine the respective teachings of Qi, Ulmann, and Lynch 
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for the motivation noted in the previous paragraphs so as to teach the claimed 
invention. 

Claims 1 , 1 7, 24 are the independent claims. 

Regarding claim 17, Qi teaches "... cryptographic ... text ... (abstract: i.e., 
cryptographic processing, e.g., two level multiplexor)." 

Qi is not explicit about other features of claim 1 7. 

Ulmann teaches "An apparatus for performing [ ] operations, comprising: 
translation logic, configured to translate a [ ] instruction into a sequence of micro 
instructions, said sequence of micro instructions (section 1: i.e., processor)" for the 
motivation of escaping the typical flaws and drawbacks of other processors (section 1 ). 
Thus, Ulmann teaches to make a processor that can handle simplified operations such 
as described in Qi (the other reference). The hardware implementation, as broadly 
noted at abstract and detailed at other sections of Ulmann, is also noted. 

Ulmann and Qi are not explicit about the other features of claim 17. 
Lynch teaches "a first micro instruction, directing that a second input [ ] block be loaded 
and that one of the [ ] operations be executed on said second input [ ] block; and 
a second micro instruction, directing that a first output [ ] block be stored, said first 
output [ ] block corresponding to a first input [ ] block upon which said one of the [ ] 
operations is executed; wherein said translation logic issues said first micro instruction 
prior to issuing said second micro instruction; whereby said output [ ] block is stored 
during execution of said one of the [ ] operations on said second input [ ] block (column 
3, line 52 to column 4, line 17; figure 3, load/store unit 26; i.e., the loading and storing 
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processes used when using load/store unit 26)" for the motivation of executing more 
without slowing down the processor (column 2, lines 21-37). As noted by Applicant in 
the specification of this application (such as at pages 1-19), much of the concepts of the 
floating point processing (as detailed in Lynch) are readily applicable to the 
cryptography processing (as recited in the claim). 

Hence, it would have been obvious to those of ordinary skill in the art at the time 
of the claimed invention to combine the respective teachings of Qi, Ulmann, and Lynch 
for the motivation noted in the previous paragraphs so as to teach the claimed 
invention. 

Regarding claim 24, Qi teaches "A method for performing cryptographic 
operations in a device, the method comprising: ... text ... (abstract: i.e., cryptographic 
processing, e.g., two level multiplexor)." 

Qi is not explicit about other features of claim 24. 

Ulmann teaches "translating (section 1 : i.e., processor)" for the motivation of 
escaping the typical flaws and drawbacks of other processors (section 1 ). Thus, 
Ulmann teaches to make a processor that can handle simplified operations such as 
described in Qi (the other reference). The hardware implementation, as broadly noted 
at abstract and detailed at other sections of Ulmann, is also noted. 

Ulmann and Qi are not explicit about the other features of claim 24. 
Lynch teaches "translating a [ ] instruction that prescribes execution of one of the [ ] 
operations into a first micro instruction and a second micro instruction, the first micro 
instruction directing the device to load a second input [ ] block be loaded and to execute 
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the one of the [ ] operations on the second input [ ] block, the second micro instruction 
directing the device to store a first output [ ] block, where the first output [ ] block • 
correspond to a first input [ ] block upon which said the of the [ ] operations is executed; 
and issuing the first micro instruction to a cryptography unit prior to issuing the second 
micro instruction to the cryptography unit; whereby said issuing causes the output [ ] 
block to be stored during execution of the one of the [ ] operations on the second input [ 
] block (column 3, line 52 to column 4, line 17; figure 3, load/store unit 26; i.e., the 
loading and storing processes used when using load/store unit 26)" for the motivation of 
executing more without slowing down the processor (column 2, lines 21-37). As noted 
by Applicant in the specification of this application (such as at pages 1-19), much of the 
concepts of the floating point processing (as detailed in Lynch) are readily applicable to 
the cryptography processing (as recited in the claim). 

Hence, it would have been obvious to those of ordinary skill in the art at the time 
of the claimed invention to combine the respective teachings of Qi, Ulmann, and Lynch 
for the motivation noted in the previous paragraphs so as to teach the claimed 
invention. 

Regarding claims 2-16, 18-23, 25-29, note: 

Claims 2-3, 5, 18-19, 20, 25, 26, 27 (encryption, decryption, etc.) : such features 
are well known in the art for the purpose of cryptography. 

Claims 4, 7, 22, 25, 26, 27, 29 (second block, 2-stage): this is the type of queuing 
(more than one stage, more than one block) that is the focus of Lynch. See the cited 
passages of Lynch. 
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Claims 6, 21 , 28 (AES): such features are well known in the art for the purpose of 
cryptography. 

Claims,8 (load/store micro instruction), Claim 9, 23 (x86 instruction format): this 
is the type of microcode handling that is the focus of Lynch. See the cited passages of 
Lynch. 

Claims 10-16 (registers): such registers are well known in the art for the purpose 
of actuating a processor. 

Conclusion 

The art made of record and not relied upon is considered pertinent to applicant's 
disclosure. The art disclosed general background. 

Points of Contact 

Any response to this action should be mailed to: 

Commissioner of Patents and Trademarks 
Washington, D.C. 20231 



or faxed to: 
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(571) 273-8300, (for formal communications intended for entry) 
Or: 

(571 ) 273-3836 (for informal or draft communications, please label "PROPOSED" or 
"DRAFT") 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to David Jung whose telephone number is (571) 272-3836 
or Kambiz Zand whose telephone number is (272) 272-381 1 . 



David Jung 




Patent Examiner 
5/31/07 



